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REDIERK
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1 sEmOooolE

1.1 a0 &l

BEEOJ LR, BE, BREE. 1—Y—BERE. MRNTREUVCERLGSER (LUIF. BEESREFV
FY) Z. [LWD. [Ean GEN) I TES U] [ZDRBRESEeN]. ZRFRLICHDTT,

EEOJKEZERT L. AMOREEAPREERADHS ZEHTEXT .

1.2 EEOJ DOHE

EBEO0I DIRF

AATRE U EEERE, BEOJE UTARICRRLET,

OZ1FBAT 15,000 3 TRESN. 15,000 HE8BZ 3 EBHOBEVOT D SHBRENET,
2 FU—IBRUMFSNTOBLESR. BAT 50 HOOTHRRSNET .
BEBEOJERRTDICIE, A FRBAYI—Ry NI—LATEEDTOREEEDICLFT,

BEaO0JDHEYHU

ARICERESNTVBREEDTF. 1 VI—XRy M—EXNSTFIA T 7AIVEXTRIET ZENT
TEY,

ESEOJ @D Syslog iX{E
KERICEEREINTVBZEEDT . SyslogixfE (Syslog ORI ZFE->TRY FT—TJ LOMOIY
Ea1—9—ITEE) TH5TENTEFXT,
Syslog xf&ld. AFETHELE T,
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* AVI—Yy FY—ERATDERERF. 1 VI—%y MF—EZRDANILTZSRBUL TS,
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FEBIE 3]

FINAZXIPF7RUZ

FAEMNF (@~2.0~9). Ry
N (). J0OY () TERicCNE
XF5

IP 7R (IPv4. FIzld IPv6)

FFSEAR NEZ UTF-8 [CEE
I LYY= 720 ~ 720 GMT ZEAEE UIcBE
BIES, FRREVBFDYIET
{F2EELFT,
£AB74—< v b YYYY/MM/DD.
MM/DD/YYYY.
F/zlE DD/MM/YYYY
EB07'15Hk
1586 et B

OJ%3F (Log ID)

2% (1 ~60000)

EESRELRICEVIRSNDHEA!
?

(Optionally Logged Items)

fF£HB (Date) 5 EABERFELDFRB

B (Time) hh:mm:ss EEBRAEDORE BFHH)

EESERENT 16 EEE (0x0000 ~ 0xffff) | BEEERICHINT 2#ABIF

(Audit Event ID)

EEERY &l EBEEROER|ZXKI T

(Logged Events)

1—8%—% (User Name) ) BEESRERECBI U %X
el

EESRFH el EAESROFM

(Description)

faR / K& (Status) XF5 FEUCEASRONERR, e
(FIREE

ERIRFIEE el EESEROERIRFIER

*LEROBS: 1—Y—1D

1—Y— ID HFRERFE : 1—Y—F
1—%—ID. A—Y—-2hEALDTARGE : -

BmEEE KO

AANY—IIZ7 :CE
FREIRE R 1 —H'— : Guest

Y RAT LERENMEICEER T 155 : System
SNMP #2E®DIHE : SNMP:admin




1.4  Syslog FEDAXvE—ITF—<Iv b

158 fizxk EHEA
Priority B RDINCTETESN DB
Facility << 3| Severity
- e
* Facility FAATERELE T,
* Severity [& [6] [CEESNTLE
N—=I3v 1 1] ICEE
iS37] yyyy-mm-ddThh:mm:ssZ EEERRLEDFAHBKLURKHE
(BF50#)
IALYV—=IFUTC T,
ISR FQDN, "R hBDIFE : —
&l

IPvd 77 R ADIHZE !
nNN.nNN.nNN.NNN

App-Name WiEI—R-YUPILO—R BEI— RERIEYU 7L I—R
(HWES) P TREOBSIE. [ =
BRI B
Procld - [-] [CEE
Msgld - [-] [CEE
Structured-Data - [-] [CEE
EEOJID ID=nnnnnn %ﬁ%%ﬁ%ﬂ%l:% DiIRS5N 255!
1—5—-% UserName= X5 EBREREEESTEI-Y—ERK
I XF5
SR
* EBOJEER (P.5)
EBEERS Event= X5l EBEBRICHINT 285 F
EBERFA Description= =71 EBEESEROFM
fEER / IREE Status= X5 ﬁﬁgf:%ﬁ%g‘%@mﬁﬁﬁ% Y/
ERIECERIEE Optltems= X=F71] EBESERDERECERIER




2.1

B2 DIRFIES

TINA ZADIREZ(L

158

EBERMFIF (Audit Event ID)

0x0101

BEBERG (Logged Events)

[System Status]

TINA ADFENFRIBD L UHET
EET— MC&BI—ILRRI—k

158

%ﬂ

]

F£HH (Date). B (Time)

F\A 2 Ready &7 - 1Bm

1—H%—% (User Name)

[-]

EsEEREH# (Description)

[Started normally (cold boot)

fER / IKRE (Status)

[-]

ERRFIEE
(Optionally Logged Items)

[-]

BEEIT—MIKBIF—LAI—F

158

%ﬂ

]

F£HH (Date). B (Time)

N+ 2 Ready &7~ 1bm

1—H%—% (User Name)

[-]

EsESEREH# (Description)

[Started normally (warm boot) |

fER / IK%& (Status)

[-]

ERRFIEE
(Optionally Logged Items)

[-]

@A O & BT5 LIS

158

%ﬂ

]

F£HH (Date). B (Time)

F\A 2 Ready &7 - 1Bm

1—H%—%2 (User Name)

[-]

EsEEREH# (Description)

[Started (NVM initialized) |

fER / IKR& (Status)

[-]

ERRFIEE
(Optionally Logged Items)

[-]




58l A L — IHIHAMEIC K BT B EF

I5H

ﬁll

]

#£HH (Date). B (Time)

T )\A ZH' Ready &7 > TehEmR

1—H%—% (User Name)

-]

EsESEREH# (Description)

[Started (Storage initialized) |

#&5R / KRB (Status)

[-]

@ERIRFIEE
(Optionally Logged Items)

[-]

vy IO

158

%I!

]

#£HH (Date). B (Time)

TINA ANBRDA TERZ IR U B

1—H%—% (User Name)

-]

EsEEREHA (Description)

[Shutdown requested]

#55R / KRB (Status)

-]

ERIRFIEE
(Optionally Logged Items)

93>

BRA 64 /N4 b (RHXFHZESELEZW)
BEAEIHUIBEIE [Recovered from failures)
ZFNLHDBEF T-]

TILTTA b

TILIT TR FDFER

158

FHHB (Date). BFE (Time)

T )\A ZH¥ Ready (C71X D ER]

I1—Y—% (User Name)

[-]

SR (Description)

[Self Test]

fER /K& (Status)

[Successfull. ZFrfzld [Failed]

ERIREFIRE
(Optionally Logged Items)

ROM Imagel OF x v I Y LfE
ROM Image2 DF x v I Y LAfE




22 O74r8&L00979hk

158 A
EBESERMABIF (Audit Event ID) | 0x0201
EsEER% (Logged Events) [Login/Logout]
-Ij- EIIb\IJ
Oo4>
158 A

FHB (Date). BFE (Time)

1 —Y—DFREHERNMTERE U b

I1—Y—% (User Name)

OJ4 URgO1—H— D

EsESEREH# (Description)

[Login]

fER / IK%& (Status)

[Successful]l . [Failed (Invalid UserlD) | . [Failed (Invalid
Password)]. E7zlE [Failed]

ERRZFIEE
(Optionally Logged Items)

P ICRAGE
[Locall. [Web User Interface]. Z/zl& [Printer Driver]

KA MZ
BRA 45 N1 b (fEHXFIZEZERL)
7RUX

i
* |IP 7 RURDFIADIES. O—HILF7 I ELRADEE. FllETS4
R—MFUY MOTBEECKBULIEBE(F. [-] EEBEINFT,
SEEAE
[Locall. Remote]. Fizl& [Custom]

=2

[System  Administrator] . [Accounting Administrator] .
[Customer Engineer] . [Customer Engineer (Unlimited
Operation)]. [Casual Operator]. Ffzl& I-]

1 R
c OJAVICKBMUIEIZEIF -], HWEEEE [System
Administrator]. AZX MY —I VI ZFIF [Customer Engineer].
—M{_IA—F—B LUK EHR I — —IF [Casual Operator] &
SE|INET,

i iz

s PIAR=NFUY MOFREECKB UHZEDEEDT . ROFHZINTHIE UIcEE(CERINET,

- PSAR—RNTFUY MHEHT, BREE/ TSARX—MTFUY MDFRE] MRDESY

- [Plz'{g%”ﬁﬂ] [70U ./9 o)uu.\nIE(:ﬁEj]
- [EREEmThD Y 3 T] C[TSAR=KTUY MMIRE]
- [FREIAED Y 3 7T] D [Ya3T&dgLt]
- [User I DaLOY37T] : [YaTZzdiE]
- PUY RT3 TOBEN. RDEBSH

- UV aTRMEENTVR I—Y—ERO1I—Y—5R

- A—Y—ERPiEINn TRV U YT
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o279k

I5H

ﬁll

i

#£HH (Date). B (Time)

1—Y—0O77 D hERZRH Ul

1—H%—% (User Name)

OJA4VgRODI—Y—

EsESEREH# (Description)

[Logout]

#&R / JKBE (Status)

[Successfull. ZF/fcld [Failed]

ERREFIEE
(Optionally Logged Items)

FILREE

[Local]. ZFTfzld [Web User Interface)
KA M

BRAK A5 N1~ (RIHEXFINZZ TR
IP7RLX

i
* IP 7 RURDTREDIZES
SCiRENFE Y,

« FEBFO-ALT7IEADFER. [-] &

EusEOdw oI

il iz

* RHIAZVTICKDTIF. WRERZBOTAVER (KK KWEICEERINBZZENHIET,

158

A

FHHB (Date). BFE (Time)

E%ﬁtub\nﬁ(h%ﬁy L/fl@;tﬂb\
jm=}

/

VAT LTERE UHICERE U

1—Y—% (User Name)

074 UHED1—H—

EEBEERFM (Description)

[Locked Authentication]

fER /K& (Status)

[-]

ERRZFIEE
(Optionally Logged Items)

Ov I ETOREELS—[OE

N ERABKZRA

i #E

s RHIAZVTICKHTIF. WRERZBOTAVER (KK KWEICEERINBZZENHIFT,

158

88

FHHB (Date). BFE (Time)

%EEH%FE?W (:\ E%ﬁtnuniﬂu%ﬁﬂ bfg@;&b‘
HICEEUTEHR

VAT LTERELURE

1—Y—% (User Name)

074 UHED1—H—

EEBEERFM (Description)

[Detected continuous Authentication Faill

fER /K& (Status)

[-]

ERREFIRE
(Optionally Logged Items)

BEFEE (ObMaW)
[SNMPv3]. [Web User Interface].

ANERESREL & TOEREIEET S — O

Freld [-]




2.3

EBENUY—DFEE

156 HEA
ESEERAAIF (Audit Event ID) | 0x0301
EBERE (Logged Events) [Audit Policy]
—))
BET—IND7IEA
EEOJEEDRME
156 HEA
FHAH (Date). B5E (Time) ZERTEEZRTE Uk
1—4%—%& (User Name) 1—%—1D
EBEERFM (Description) [Audit Log]
&SR / RR& (Status) [Enabled]
ERRTFIRE -]
(Optionally Logged Items)
EEOJREEDEML
156 HEA
FHAH (Date). B5E (Time) ZERTEEZRTE Uk
1—4%—%& (User Name) 1—%—1D
EBEERFM (Description) [Audit Log]
#&5R / RR& (Status) [Disabled]
ERRTFIRE -]
(Optionally Logged Items)
-W N
24 IaJ)nET
156 SHEA
EBTERAAIF (Audit Event ID) | 0x0401
EEBESERY (Logged Events) [Job Status]
>~3aJ
UVI—
156 SHEA

FHH (Date). B (Time)

I3 TR T UTelEm

1—Y—% (User Name)

YVatEEFLUSI——DI1—F—ID. Flld1——%

EsESEREH# (Description)

[Print]

11




158

st

#&R / JKBE (Status)

[Completed] . [Completed with Warnings] . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . Ffcl&
[Unknown]

ERREFIEE
(Optionally Logged Items)

root 32" UUID

BAR36/NA b~ (RIEFESEZL)
root 32" UUID &%y a J'EDRSE
[Related]. ZFfzld [Owned]

Job Account ID
BA 321\~ (HIFXFINZESTRV)
BHYRESNTVRWESE [-]
rovayv
BA 64 /N4~ (HIFXFINZEZTRW)
[s&tHIENF—BSRRRR] Z25EhE U o155 (3 [Released forced output]
ZNLAHDZEE [-]
KA E
=K 45 N1~ (BIRXFINZES TR
1l R
* RAMBOAREDZSIFIP 7 RUR KRR MEE IP 7 RURD@EAH
TEADZEF, [-] LEFBINE T,
T71I%&
RA 64 N\~ (BIRNFINZESTREL)
EHRESNTVRBRVESF [-]
VEPM L
BA 16 /N1 b (BIRNFINZESEREL)
EHRESNTVRBVESF [-]

aE—
158 HEA
FHB (Date). B (Time) TVaTHHET LIl
1—H—% (User Name) Va3t EERFLEI-Y—DI1—Y—ID. FrF1-——%
ESEEREH# (Description) [Copy]

#&5R / REE (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . &F/zl&
[Unknown]

@ERIRFIEE
(Optionally Logged Items)

root ¥'3 2" UUID
BAK 36 /N1~ (RHEXFINZZERL)

root ¥'3 2" UUID &%y 3 J'&EDRYE
[Related]. ZF/=lE [Owned]

Job Account ID

RA 32 N1 b (BImXFINZESFRRW)
ENRESNTLRWESEF [-]

rovayv

BA 64 N1 b (RN FINESTR)

[ EN=—B5RRR | Z £ U /c5 5 (S [Released forced output]
[HIBR O — PRI —B5#EBR] ZEhiE LB EIE [Ignored inhibited
code]

ZNRSNDEEIF -]

12




A% pF—

I5H

%I!

]

#£HH (Date). B (Time)

VaTHET LB

1—H%—% (User Name)

YadEEFUREI—Y—DI1—Y—ID. Fllg1—v—%

EsEEREH# (Description)

[Scan]

#&R / IKBE (Status)

[Completed] . [Completed with Warnings] . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . Ffcl&
[Unknown]

ERREFIEE
(Optionally Logged Items)

root ¥3aJ'UUID
BA36 /N1~ (REXFFZEZSHTRL)
root ¥'32°'UUID &%y 3 JEDRSE
[Related]. ZFfzlE [Owned]
Job Account ID
BR324~ (RETFFEZEZL)
BHRESNTVRVNESE [-]
773
BK 64 N4~ (RIFEXFIZESERL)
[HIBR I — MRA—BRER] Z=5EUzH G [Ignored inhibited
code]
[BES1b] Z=MUcBE(& [Encrypted]
(Bl #EEUIBE(d [Signed]
EDOBREDEHLU TLRWVESIE [-]
a5 (to)
RK 64 /N1 & (IHXXFHZESELE)
BEHIRESNTVRVESE [-]
1 e
* RDENDDERESNE T,
- X=)LXE : X—=IL7 KRR
- PC1®7Z (SMB) : KRR REZ +HEL+ NALZ+ T7 /L%
- PC1®%Z (FTP/SFTP) : iIRA R+ INREZ+ T 7A14)L&
- AirPrint Scan : RX b
- WSD Scan : thA ~&
XEER (from)
BAK64 /N1~ (#REXFFEZSHTRL)
BHERESNTLRWVESE [-]

i

* X—J)L7 RUAREIFHEREEINE T,
URL={EXE ID
BA 100 b (BT ESFEL)
BABEINTORVESE [-]

i
* X—=JL7 RUARRIFTHEREESNE T,

I7PITA

158

e

FHH (Date). BFE (Time)

I3 THE T UfelFnm

I1—Y—% (User Name)

JarEEFLUEI—T—DI1—5—ID. Ffldai—5—%
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158

st

EsESEREH# (Description)

[Fax]

#&R / JKBE (Status)

[Completed] . [Completed with Warnings] . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . Ffcl&
[Unknown]

ERREFIEE
(Optionally Logged Items)

root 32" UUID

BA36 /N~ (RIEFESEZL)
root 32" UUID &%y a J'EDRSE
[Related]. ZFrzld [Owned]

Job Account ID
RA 321N~ (RIHENFINZEZFR)
BHIRESNTOVRVESF [-]
rovayv
B 64 /N~ (FBIRXFINZESFE)
[s&HIENF=—BSRRRR] Z25EhE U155 (3 [Released forced output]
[HIBR O — RAREI—B5#EER] ZEhELIcHBIE Tignored inhibited
code]
EDBREBLERLTLRBVESIF [-]
5a5k%& (to)
SESLERES. FICF7 RURIRDIEER (GukLBEESESL)
BAK 64 1NA b~ (HRIFENF5ZESFERN)
EHNRESNTVEWESEF [-]
iXfEE& (from)
B 64 N\~ (BIRNFINZESFREL)
EHRESNTVRBRVESF [-]
Al R

e X— L7 RURRIFHEREINE T,

v IR

158

%ﬂ

]

F£HH (Date). B (Time)

T3 THET LIeBR

1—H%—% (User Name)

YadrEEFUREI—Y—DI1—Y—ID. Fllg1—v—%

EsEEREHA (Description)

[Mailbox]

#&5R / REE (Status)

[Completed] . [Completed with Warnings| . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . &F/zl&
[Unknown]

@ERIRTFIEE
(Optionally Logged Items)

root ¥'3 2" UUID

BAK 36 /N1~ (RHEXFINZZERL)
root ¥'3 2" UUID &%y 3 J'&EDRgE
[Related]. ZF/=lE [Owned]

Job Account ID

RA 32 N1 b (BImXFINZESFRRW)
ENRESNTLBVESE [-]

rovay

BA 64 N1 b (RN FINESTR)

[ EN=—B5RRR | Z 0 U7c5 5 (S [Released forced output]
ZNLSNDHEE [-]




Lik— b

I5H

%IE

]

#£HH (Date). B (Time)

VaTHET LB

1—H%—% (User Name)

YadEEFUREI—Y—DI1—Y—ID. Fllg1—v—%

EsEEREH# (Description)

[Print Reports|

#&R / IKBE (Status)

[Completed] . [Completed with Warnings] . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . Ffcl&
[Unknown]

ERREFIEE
(Optionally Logged Items)

root ¥'32'UUID

BAK36 /N1~ (REHENFEIZESEZRL)
root ¥'3 7 UUID &X%Y'a J EDBEE
[Related]. ZF1zl& [Owned]

Job Account ID

BR324~ (IHNFINZESEEL)
BENRESNTLRVESE [-]

vaJoO—

158

L]

FHH (Date). BFE (Time)

I3 THME T UfelFnm

I1—Y—% (User Name)

JadEEFLUEI—Y—DI1—5—ID. Ffeldai—9—%

EEBERFM (Description)

[Job Flow Service]

faoR / K& (Status)

[Completed] . [Completed with Warnings] . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . &Fzl&
[Unknown]

ERRZFIEE
(Optionally Logged Items)

root '3 UUID

K 36 N1~ (RIENFINZSFTREL)
root '3 7 UUID &355%Y 3 J & DRE
[Related]. F7fzld [Owned]

Job Account ID

BA 321\ b (BmNFIESFEL)
BARESNTLIERWVESE [-]

15



Z Dftt

I5H

%IE

]

#£HH (Date). B (Time)

VaTHET LB

1—H%—% (User Name)

YadEEFUREI—Y—DI1—Y—ID. Fllg1—v—%

EsESEREH# (Description)

[-]

#&R / JKBE (Status)

[Completed] . [Completed with Warnings] . [Canceled by
User] . [Canceled by Shutdown] . [Aborted] . Fcl&
[Unknown]

ERREFIEE
(Optionally Logged Items)

root '3 2" UUID

BAK36 /N1~ (HENFEIZESEZRL)
root '3 7' UUID &255%Y'3 0 EDRSE
[Related]. ZF1zl& [Owned]

Job Account ID

BRA 321N~ (IHNFINZESEZEL)
BENRESNTLRVESE [-]

2.5

TINA RAEHEDEE / B8R

158 A
EEEERAAIF (Audit Event ID) | 0x0501
EEBESERY (Logged Events) [Device Settings]
=rur=s
SEIERE
FZIERE (O—AILI AL L) OEE
158 HEA

FHH (Date). B (Time)

RERLEBRIET LTl

1—Y—% (User Name)

VaTdERFTLEI-—Y—-0, I—5—ID

EsESEREFM (Description) [Adjust Time]

#&R / JKB8 (Status) [Successfull. ZE/zl& [Failed]

BERHREFIEE [5]=]i5;

(Optionally Logged Items) EEERELEDEREBLOEY BHP
FER

P—ERICKBEFAEEDHZEFRDENH DX F

[Time change by system.]

[Time change by EPBB.]

[Time change by NTP.]

[Time change by SNMP.]

[Time change by XPJL.]

[Time change by SSMM.]

[Time change by unknown service.]

11— —([CKBEFANEEDHEE. [Time change by user]

RABME, FEBZIPPRUAR
RAZEZT e T—ERN NTP —/"\—DFE. BIITHA ~
#. FEFIPFPZEUXR

16




—|&%h
1—5—EiF

158

%ﬂ

]

F£HH (Date). B (Time)

11— —BRBERIETE UTcliR

1—H%—%2 (User Name)

1—4—

EsESEREH# (Description)

[Add User]

faoR / K& (Status)

[Successfull. ZF7zl& [Failed]

@ERIRFIEE
(Optionally Logged Items)

MRI1I-Y—-D1—Y—

MRI1—Y—DEE

[System Administrator]. [Accounting Administrator|. &/zl&
[Casual Operator]

1l R
s SBEKRER I —P'—DIBESIF [Casual Operator] HEEERINFET,

11— —-ERFNEEE
il wE

le\DIE:E I\ b\ 2K1$nlb\nIEa) t =E (L TL ‘j-

EEIREINF T, EL. BREEE 1Y —-DERRNBHIEEINIEE

(& SREEE— ROAMAEREILISA THERBRINEK T,

158 HEA
F£HB (Date). B (Time) 11— —-ERNBEER-BRITEE UIclR
1—4Y—% (User Name) 1—H—
EsEEREH# (Description) [Edit User]

#&5R / IREE (Status)

[Successfull. ZF7zl& [Failed]

ERREFIEE
(Optionally Logged Items)

HRI1—Y—D1—Y—

— D BEPEEINHEE. BEROI—Y—
MRI1—Y'—DEE
[System  Administrator] . [Accounting Administrator] .
[Casual Operator]. Frzld [-]

1l R
s REABENEESINCHBEEFEERO®RE. —KI1I—T— BKIUR
SERERI—Y—DHEE(E [Casual Operator] MERERENE T,
EEWRDE S

[D]. [Password]. [CardID]. [Name]. [Permission]. [Role].
[ICCardID]. &K [Other]
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1—Y—HlfR

I5H

%I!

]

#£HH (Date). B (Time)

1 —Y—HIRERITETE U TR

1—H%—% (User Name)

1—%— 1D

EsESEREH# (Description)

[Delete User]

#&R / JKBE (Status)

[Successfull. ZF/fcld [Failed]

ERREFIEE
(Optionally Logged Items)

MRI1-Y—D1—5—ID

1—5— D BENMEEINEEE. EERODI—Y—ID
MH1—Y—DEE

[System  Administrator] . [Accounting Administrator] .

[Casual Operator]|

ERE» 1Y —REET—-J LTI

I5H

%ﬂ

]

F£HH (Date). B (Time)

FREHFI——BET—TILOTILZRAUIR

1—H%—% (User Name)

[-]

EsEEREH# (Description)

[Deleted Username Queue Overflow]

faoR / IK&& (Status)

[Successfull

ERRFIEE
(Optionally Logged Items)

[-]

7Hho Y MEIE

I5H

%ﬂ

]

F£HH (Date). B (Time)

WRI—F—HRERICOTAVLTHS., —ERFEUENRELT
WD EZVRAT LADRAUEER (—EFENEE UTcEFR TlE
7RLY)

1—H%—% (User Name)

[System]

EsEEREH# (Description)

[Account Disabled]

faoR / IK&& (Status)

[Successfull

ERRFIEE
(Optionally Logged Items)

HRI1—-Y—-D1—-Y—ID

7ho Y BRI
1BH 38
F£HH (Date). B (Tme) | MILENLFADY MeBEEMELIEER

1—H—% (User Name)

1—%— 1D

EsESEREH# (Description)

[Account Re-enabled]

faoR / IK&& (Status)

[Successfull

ERRFIEE
(Optionally Logged Items)

HRI1—-Y—D1—-Y—ID




NISVAIPA

iNw I X ER
BE S8
£H8 (Date). BE (Time) Ry ADERERNTEE U I

1—H%—%2 (User Name)

21—%— 1D

EsESEREH# (Description)

[Create Mailbox]

fER / IKR& (Status)

[Successfull. ZF7zl& [Failed]

@ERIRFIEE
(Optionally Logged Items)

K2~
BA A58 b (EREXFHESELLY
Al R
* RA MO TRBEDZEERF IP 7 RUR KA MZEIP 7 RUAD@EAH
NADEZEF [-]. BIENRIVHSEELUBEF [Locall &5k
TNET,
BOX &S
DT, BA 3HOLBYTRE (B LD 5EHT 2 038
BBENE9)

kv I XHIBR
BE e
F£HE (Date). B (Time) w0 ZERERATEE Ul i5m

1—H%—% (User Name)

a21—%— 1D

EsESEREH# (Description)

[Delete Mailbox]

fER / IK%& (Status)

[Successfull. ZF7zl& [Failed]

ERRFIEE
(Optionally Logged Items)

RA MR
BA A5\~ (RESTFHESERL)
i HE
e IRA REHATRBEDESFXIP 7 RUR KA RZEIP 7 RURAD@EAH
TEEOESE [-]. BENRILHSEEUIRESE [Locall &5CiF
TNE9,
BOX &=
SEHT. BA I HDEEMTERD (BMTH 5EEET 3 033
lBEN=xE9)

Boal €©—

=E

158

G

FHB (Date). BFE (Time)

VAT LT =INDERENTT T UTeHR

1—Y—% (User Name)

21—%— 1D

SR (Description)

[Switch Authentication Mode]

fER / IKRE (Status)

[Successfull

19




158

st

ERREFIEE
(Optionally Logged Items)

EREE

[Local is enabled] . [Network is enabled] . [Custom is
enabled]. Z7zl& [OFF is enabled]

|BERESE

[Local is enabled] . Network is enabled] . [Custom is
enabled]. Z7zl& [OFF is enabled]

Tt T 8E

20

ZE

158

%I!

]

#£HH (Date). B (Time)

2R ERBZRE UIZRR
BESBRRROBEEE CH > CH, BOEERZREIAZIVT
T

1—Y—% (User Name)

J1—%—1ID

EsESEREH# (Description)

[Change Security Setting]

#&R / JKB8 (Status)

[Successfull

ERREFIEE
(Optionally Logged Items)

IHEB#&
[Authentication]
[Authorization]
[Accounting]
[Image Overwrite]

i
s (LW 5 [3E] IEFT R EEBOTN ZDERINE T,
[Storage Encryption]
[S/MIME ]
[IPSEC]
[SNMPv1/v2]
[SNMPv1/v2  (Read Only) |
[SNMPv3]
[SNMPv3  (Read Only) |
[802.1x]
[Certificate Verify Mode]
[Maintainer Password|]
[IntelligentCard]
[FIPS140]
[Self Test]
[Auto Clear Timer]
[Service Rep. Restricted Operation|
[Print Reports Button]
[External Code Integrity Check]
[NFCJ
[No Encrypt Ext App Installl
[CORS|
[ThinPrint]
[HTTP SSL/TLS]
[HTTP SSL/TLS Forced]
[IPP SSL/TLS Forced]
[SMTP SSL/TLS]
[LDAP SSL/TLS]
[ThinPrint SSL/TLS]




158

st

ERREFIEE
(Optionally Logged Items)

[Session Lock Timer]

[Authentication Operation Message|

[USB Port Management]

[Front USB-A

[Rear USB-A|

[PC USB-B]

[Deleted User Account Names Days of Restriction]
[Maximum Number of Reusable Sequential Characters]
[Number of Password Generations Required]
[ID Token Validation (Microsoft Entra ID) |
[Certificate Verify Mode (Microsoft Entra ID) |
[Invalid User Deletion (Microsoft Entra ID) |
[Syslog]

[Download Disable Flag]

[Firmware Download via Network]|

['Web Ul Timer]

[SSL Protocol Information]

[CSRF Check]

[Runtime System Protection]

[Device Ceritificate Enrollment]

[Startup Integrity Check]

[POP3 with OAuth Authentication]
[Common Criteria Function]

[Universal Print]

[Certificate Verify Mode (FujiFilm BI Direct)]
[ID Token Validation (FujiFilm Bl Direct)]
[Tls Security Level

[Fax Receive Folder Selector]

[Secure Fax Receive]

[Save Incoming Fax in Designated Folder]
[HTTPS Firmware Download (EP-BB)]

[EP-BB Server Cert Type]

[Reconfigration MailAddress]

[KO Credential Reconfigration]

[Remote Ul]

[Remote Ul permission for CO]

[Temporary Password|]

[Days of Inactivity|

[SMTP with OAuth Authentication]

EENS
B3 / BYDOREEEZE UIIBEIE [is enabled] . EF7zl& Tis

disabled]
B / BHLSNDOREZZEE UIciHZG(E [is configured]

1l R
* IEB%H [Save Incoming Fax in Designated Folder] MDiB&I(FIU
T 3 DDIEEEHN AR—ARXY)N) CEREFEINE T,

- OIRBES
- BWEY EERORE. EENRELEUBVSGEIAIREN GRS
nizLy)

- Ry I RABS EXMCEBSNESEAREBEEH SRS NZEW)

Bl ER 1 DR I AFRENEDICEEEIN. FEEIC1 BORY
JABIBEINIES. Line : 1 Enable Folder : 1
CliR 2 DIRFEED 3 BOR Y I ANS 4 BDRY I RICEES
NI={S. Line:2 Folder:from 3 to 4
@R 1 DRy I ZFEDSEMCEE SNBSS, Line:1 Disable

21




73

an

o

I5H

ﬁll

]

#£HH (Date). B (Time)

{5 —%y NI—EZANSBRLIBERE. NREBZT—T %
SO HTML ZBE U= 9 A =7
B/ SRILD SBRUIIEAIE. ] BEICA SRS A=T

1—Y—% (User Name)

J1—%— 1D

ESESEREH# (Description)

[View Security Setting]

#&R / JKBE (Status)

[Successfull

ERREFIEE
(Optionally Logged Items)

FILRFGE

[Locall. ZF7zld [Web User Interface]
IRA MR

BRAK 45 /N4 ~ (RIFEXFEIESFTEL)

1l R

* MRA FEZHTRBEDZEF IP 7 RUA KRR & E P 7 RUZADEAH
TEADZE. FFO—AILT7ITEADEZEF [-] LERINF T,

33 JR8E

=E

158

%ﬂ

]

F£HH (Date). B (Time)

ZAERERBZRE LI

1—H%—% (User Name)

[CE]

EsESEREH# (Description)

[Change Job Setting]

faoR / HK&& (Status)

[Successfull

ERRZFIEE
(Optionally Logged Items)

taE
[Delay Print]. &7zl& [Private Print]

XCPTFST4Y

XCP 7501 > DicH) / {F1E

158

st

FHH (Date). B (Time)

XCP FS T4 Y DIEES K UTR LB

1—Y—%2 (User Name)

[-]

ESESEREH# (Description)

[Activate Embedded Plug-in]. &F/zl&
[Deactivate Embedded Plug-in]

#&R / JKB8 (Status)

[Successfull. ZFfzld [Failed]

ERREFIEE
(Optionally Logged Items)

XCP 7S04 V@B IVUBERTDKR MER

22




EmsEEEoOI 1>

HEE

INAD— R

158

%ﬂ

]

FHH (Date). B (Time)

BWEEEDDOT 4 VNN AD— ROEF[BRIETE U IR

1—H%—%2 (User Name)

[-]

EsESEREH# (Description)

[Reset KO Authn Info)

fER / IKR& (Status)

[Successfull. ZF7zl& [Failed]

@ERIRFIEE
(Optionally Logged Items)

K2~
BA A58 b (EREXFHESELLY
Al R

s RA MBHTRBEDZEF IP 7 RUR, RRAMEE IP 7 RURD@EA

HAREADZEF [-]. BENRIVHSRESNIFER [Locall &
E|RINET,

HREEEA —ILDRIE

158

A

F£HH (Date). B (Time)

WREBEREEDOT A V/VAT— ROBRTE ICHERERDA—)LX
BN T LIchims

1—H%—% (User Name)

[-]

EsEEREH# (Description)

[Notify KO Reset Code]

fER / IKR& (Status)

[Successfull. ZF7zl& [Failed]

@ERIRFIEE
(Optionally Logged Items)

KA MR
BA 45 N1 b ((RBEFHESERL)
1 e
e IRA MEHARHEDIZESIFIP PRUA, RAMRZEIP 7 RUADMmA

HAREADZEF [-]. BENRIVISRESNIHER [Locall &
E|RINET,

X=IL7 FLA

23



2.6

TINAABRT —INDF7 IR

156 SHER
ESEERAAIF (Audit Event ID) | 0x0601
EBERE (Logged Events) [Device Datal
sILEHE
EIL I E=E
156 SHER
FHB (Date). B (Time) SEEAZE DEFAERHMETE LTl

1—Y—% (User Name)

21—%— 1D

EsEEREH# (Description)

[Import Certificate]

fER /K& (Status)

[Successfull. ZF7zl& [Failed]

ERRFIEE
(Optionally Logged Items)

A5F3Y

[RootCA]. [DeviceEE]. ZFfzl& [SSCEE]
RE

[512] S [2048] =T

F17& DN

NF5ERA 150 /Y1 ~

U IWES

BA40 /N1 ~

sEAASEHGH

158

%ﬂ

]

#£HH (Date). B (Time)

SEIAE DHERBRITETE UTciim

1—H%—% (User Name)

1—%— 1D

EsEEREHA (Description)

[Delete Certificate]

#&5R / KRB (Status)

[Successfull. 7zl [Failed]

@ERIRFIEE
(Optionally Logged Items)

A5V

[RootCA]. [DeviceEE]. ZFfzl& [SSCEE]
BE

[512] S [2048] T

F17& DN

NFHEXK 150 /N1

JUFPIWES

BAR40 /N1 ~

24




AEF VS 1 U EiF

I5H

%IE

]

#£HH (Date). B (Time)

SEBRED T > 54 VBix7E Ui

1—H%—% (User Name)

[System]

EsEEREH# (Description)

[Device Ceritificate Enrollment]

#&R / IKBE (Status)

[Successfull. ZF/fcld [Failed]

ERREFIEE
(Optionally Logged Items)

SIEREDFRFE#E DN

7 RU R

SESTEN]

158

%IE

]

#£HH (Date). B (Time)

SESTE NS ROETE Ui

1—H%—% (User Name)

1—%— 1D

EsEEREHA (Description)

[Add Address Entry]

#&5R / REE (Status)

[Successfull. ZF7zl& [Failed]

ERIRFIEE
(Optionally Logged Items)

R RE
BRA 45 N1 b (BImXFIZESERRW)

1
s RA MEHAFBEDBEF IP 7 RURA KA RMZEIP 7 RURAD@EAN
THEDBSEE [-]. BIENRILDSEESNEHSIF (Locall &5
BEINFY,
BRES
EEBHT. BA 4HOLEYTRE (BTN 5EEHET20FE
EEnE9)

SESEHIBR

158

%ﬂ

]

F£HH (Date). B (Time)

SESCHIBRIESROEE U e

1—H%—% (User Name)

a21—%— 1D

EsEEREH# (Description)

[Delete Address Entry]

#&5R / IREE (Status)

[Successfull. ZF7zl& [Failed]

@ERIRFIEE
(Optionally Logged Items)

KA M

BA 45 N1 b (BRI ESF L)

1 e
s RA MEHAFBHEDBEF IP 7 RURA KA MZE IP 7 RURAD@EAH
THEDBEE -], BIENRILVDSEHESNHBSEIF (Locall &5
JmEnExEg,

BRES

ESEHT. BA 4 MDLENTERT (R EINSEFT0FE

IEENE9)
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I5H

%I!

]

#£HH (Date). B (Time)

SESTAEAERNTETE LT BEsm

1—H%—% (User Name)

1—%— 1D

EsESEREH# (Description)

[Edit Address Entry]

#&R / JKBE (Status)

[Successfull. ZF/fcld [Failed]

ERREFIEE
(Optionally Logged Items)

KA MZ
BRA 45 N1 b (BImXFIZESFRRW)

i

* RA FEHREDZSF IP 7 RURARZA EE P 7 RLUZADEAH
TADZEF [-1. BIENRILNSEESNHEIF [Locall &5
genxg,

ERES
FTHT. A AMOFAYFRE (LMD SERT S 013FE
BEENET)

UE—rISA7ZY STy O—R (£(F)

158

%I!

]

#£HH (Date). B (Time)

UE—RISAT Y MDBSDT Y FO— FIERIEE LTl

1—H%—% (User Name)

1—%— 1D

EsEEREHMA (Description)

[Import Address Entry]

#55R / KRB (Status)

[Successfull. ZF7zl& [Failed]

ERIRFIEE
(Optionally Logged Items)

R MR
R 45 N1 b (BImXFIZESFRRW)

1
s RA RO TBEDZEF IP 7 RURKRZA MR EIP 7 RUAD@EAH
FHADEZGF [-] LEFERINFT,

UE—RISA7Y ADIrO—-FR (£F)

158

%ﬂ

]

F£HH (Date). B (Time)

UE—RISAT Y MADTDYO— RERNMEE UICFEFR

1—H—% (User Name)

21—%— 1D

EsESEREH# (Description)

[Export Address Entry]

faoR / K& (Status)

[Successfull. 7zl [Failed]

ERRFIEE
(Optionally Logged Items)

KA &
BA A58 N (EEXFHESELLY
Al R
* RA RO TEDBEF IP 7 RUR KA RMZEIP 7 RURD@EAH
FADEZEF [-] LELT|BEINET,




SESEEHIFR

I5H

ﬁll

]

#£HH (Date). B (Time)

LIRS ROTEE U T B

1—H%—% (User Name)

1—%— 1D

EsEEREH# (Description)

[Clear Address Entry]

#&R / IKBE (Status)

[Successfull. ZF/fcld [Failed]

ERREFIEE
(Optionally Logged Items)

KA MZ
BRA 45 N1 b (BImXFIZESFRRW)

1

* MRA FEZHTREDZEF IP 7 RUAKRZ &E P 7 RUZADEAH
FADEZESF [-] LELTFINFTT,

a0

UE—RISA7Y ADIorO—-FR (£F)

158

%ﬂ

]

F£HH (Date). B (Time)

I 00— RIERITERE UTciFR

1—H%—% (User Name)

a21—%— 1D

EsESEREH# (Description)

[Export Audit Log]

fER / IKR& (Status)

[Successfull. 7zl [Failed]

ERRZFIEE
(Optionally Logged Items)

KA &
BA A58 N (EREXFHESELLY
Al R
* KA RO TEDBEERF IP 7 RUR KA R EIP 7 RURD@EAH
FADEZEF [-] LET|BEINET,
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NE

AF v VEENBEDYE—FISA7 Y bADE|

i iz

* AF ¥ VK ETRESNIENERIFIRREBGVET,

158

%IE

]

#£HH (Date). B (Time)

UE—RISA 7Y bDXEBRNMETE U

1—H%—% (User Name)

1—%— 1D

EsEEREHMA (Description)

[Retrieve scanned image]

#&R / JKB8 (Status)

[Successfull. ZF/fcld [Failed]

ERREFIEE
(Optionally Logged Items)

KA MZ
BRA 45 N1 b (BImXFIZESFRRW)

i
s RAMEHFRIADZEFIP 7 RUA KA RZE IP7Z RUADEAH
THOGZEF [-| LEREINFT.

URL 3%{EXZ ID

BA 10101 b (REXFIESEREL)

HIFR
i iz

* Ry IZADRENE. BRUTSARX—ETFUY FOREXEDHIRENZSICRBINE T,

RDIGZEFETFRINT A

- Wy I ROHIR (IRy 7 ZHFR] OEEOIHERRINET)
- WebDAV, BRI LY—ERIVFTVYHSRBEEINIIGE

- BSREHEEIC &L B X EHIFR

- RYIRETSAN=RTUY FUADREXE (KEXR. T7IRAR—UVITFHNT IR—UVITFH
Ny IR] [CREFULENE. BEETU ) DHIBR

158

%IE

]

#£HH (Date). B (Time)

N EHIFRERDETE U T8 =

1—H%—% (User Name)

1—%— 1D

EsESEREH# (Description)

[Delete Document]

#&R / JKBE (Status)

[Successfull. ZFfzld [Failed]

ERREFIEE
(Optionally Logged Items)

KA MZ
BRA 45 N1 b (BImXFIZESFRRW)

i
s RAMEHFRIADZEEIP 7 RUA KA RZE IP 7 RUAD@EAH
THOBSE [-]. BENRIVDSRESNCIBESF [Locall &8
BEINFT,

Ny I ABS
KD T BAITOEAMTE (BEICON DD ESEFBBINET)
NEBS

5D T BRRAMDFAYNT (BEICOD D2 HEFEIBENET)
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NAY LY—ER

AVAB=Ib

158

%ﬂ

]

FHH (Date). B (Time)

A VA B=IUHHET LTS

1—H%—%2 (User Name)

[-]

EsESEREH# (Description)

[Install Custom Service]

fER / IKR& (Status)

[Successfull. ZF7zl& [Failed]

@ERIRFIEE
(Optionally Logged Items)

HARILYB—ERIVFVYE (name)

(%) TCS_RM_00108]

RHEDZEE T-]

KR ZIET XTI (RBMODBESICERT D)
REANA Y RI Y AERES. BEDNRAY AT—EXBNT TICT
INA R EICFIET 2155(E. [Application already exists.]
ZNRADIEE(E. [RegApp regist failed to management
service.]

RERHARI LY—EZR]

VTFVYER

158

teA

FHB (Date). BFE (Time)

ARSI LT—EXAVT YT 7 A )VDBBIREECKE UTCHR

1—Y—% (User Name)

21—%— 1D

EEBERFM (Description)

[Install Custom Service]

#&5R / RA& (Status) [Failed]

{BRIREIEE K2 Mg

(Optionally Logged Items) BKA45 N1 b (BT FHESEEL)
1 R

* KRR PEONTHADIBEE IP 7 RUR KRR & IP 7 KU ZO@HH
THDBSF [l CPIMZHDBEF. /Ny I —IBRGHEY—/N—
7 FQDN A2 nE v,

ARILY—ERIVFTIYE

BRK 63 /N~ (BRIFXFHZESFEL)

RFTERVEE MBI —0BaH30) & [-

PIAYA M=

158

st

FHAH (Date). B (Time)

TIAVAN—IUAME T Urclm

1—Y—% (User Name)

[-]

EsEEREH# (Description)

[Uninstall Custom Service]

#&R / JKB8 (Status)

[Successfull. ZFfcld [Failed]

@ERIRFIEE
(Optionally Logged Items)

ARILY—ERTYFTVYE (name)

() TCS_RM_00108]

NADHZEE -]

KEIEHZIETXFS (RBDBSICERT S)

[Failed to delete RegApp from management service.]
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XCP T304~

AVAB=Ib

158

%ﬂ

]

F£HH (Date). B (Time)

A VA S—)UHMET UTcBEsR

1—H—%2 (User Name)

[-]

EsEEREH# (Description)

[Install Embedded Plug-in]

fER /K& (Status)

[Successfull. ZF7zl& [Failed]

@ERIRFIEE
(Optionally Logged Items)

XCPF3040%
RRHDEZEE [-]

RIETS XCP 'S0 1 V&%

158

88

FHH (Date). B (Time)

XCP ST AV T 7 A )VDBRARIET R U B

1—Y—% (User Name)

21—%— 1D

SR (Description)

[Install Embedded Plug-in]

&SR / IREE (Status) [Failed]

ERHR7FIEE KA NG

(Optionally Logged Items) BA 45 N b (BB ESER)
1 R

* RA FEHTREDZGF IP 7 RURARZ & IP7 RUZADEAH
FREDBER [-]. CPIMBHDBEF. /Ny r—IBSEY—/N—
D FQDN e ENE I

PS4V T7LILE

CPIMBRDEBEEIE. o vO0—RUREIT7Z7AILDIDYO—RE
RA63/1N\A & (RIHXFIZESELZL)

WETERVES BEBISZ—DEEH3D) & [-]

PIAYAPM=I

158

G

FHH (Date). B (Time)

TIAVAN—IUANE T Urclm

1—Y—%2 (User Name)

[-]

EEBEERFM (Description)

[Uninstall Embedded Plug-in]

fER / IKRE (Status)

[Successfull. ZFrfzld [Failed]

ERIREFIRE
(Optionally Logged Items)

XCPFS04140%
RADZEE T-]




X E IFFRDER

IIAKR—b
158 HER
FHB (Date). B (Time) T AMR—bHOMET LIl
1—1—% (User Name) 1—%—1D
EsESEREH# (Description) [Export Cloning Datal
#&5R / RR& (Status) [Successfull. &Ffzld [Failed]
ERREFIEE [-]
(Optionally Logged Items)
2 el
158 BT
FHB (Date). B (Time) A VR— AT UIcBER
1—1—% (User Name) 1—%—1D
EsEEREH# (Description) [Import Cloning Data]
#&5R / RR& (Status) [Successfull. &Ffzld [Failed]
ERREFIEE [-]
(Optionally Logged Items)

e AIRA

RO MUZRARTHASTNTLRBWVIT 7AMILADT T EAH KUEITORA

158 EHEA

FHH8 (Date). B/ (Time) ROA RNJRRTHAINTVWEBWVWIT 7AILANDTF I EABKUE
TR Ul

1—4H—% (User Name) [System]

EsESEREH# (Description) [lllegal Access Detection]

#&5R / RR& (Status) [Successfull

ERRFIEE 7 7 R1E5l

(Optionally Logged Items) (%) Twrite]
PIRAENET 711V
FPIERAENETOIS L%
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B S MRS KU BENEE

2.7

EEENFTE S AR
1BE 58
£58 (Date). B (Tme) | EBFHHSARIBENBIELIHR

1—H—%2 (User Name)

[System]

EsEEREH# (Description)

[Startup Integrity Check]

fER /K& (Status)

[Successfull. ZF7zl& [Failed]

@ERIRFIEE
(Optionally Logged Items)

(o)
PFUr—vay
Fax [,ch1][,ch2][,ch3]

i

* [ERIR7ZIEE (Optionally Logged Items) DXRRHIE. RDED
T,

- [Fax ,ch2,ch3]

* EAETNIEF v RIVIMRIETEDHEF. FrRILDERINE
ER

Software BE){EIH
1= HEA
F£HH (Date). B (Time) SoftWare BEMERKEEEN ENIE U foiFmm

1—H—% (User Name)

[System]

EsESEREH# (Description)

[System Software Recovery]

#&5R / KRB (Status)

[Successfull. 7zl [Failed]

@ERIRFIEE
(Optionally Logged Items)

-]

TINA ZBRHDEE / EIH

158 SHEA
EEBTERAAIF (Audit Event ID) | 0x0701
EBERE (Logged Events) [Device Config|
O
s52/\—Y
SE/N—YHR
156 HEA

32

FHH (Date). B (Time)

BE/N\N—Y OEIMRH S N FR

I1—Y—% (User Name)

[-]

SR (Description)

[Important Parts|

fER /K& (Status)

[Replaced]




158

ERREFIEE
(Optionally Logged Items)

[-]

A=Y

A b — Y3 iRiRA

158

A

FHAH (Date). B (Time)

ANU—IZY AT LHERH LTl

1—Y—% (User Name)

[-]

EEBEERFM (Description)

[Storage]

fER /K& (Status)

[Installed]. [Removed]. &F7zl& [Replaced]

ERRFIEE
(Optionally Logged Items)

[-]

ROM

ROMN—J3aVEE

158

shiA

FHAH (Date). B (Time)

BIOEEENEED ROM N— 3 &, IREREHO ROM N—J 3 >
D= U T iE e
i e

e N—VaERNITDIAZVIE. ROMTEICERDET,

* NVM fJ8R1EES. # P 3 v miell / BiIRRESICIZEBINE A

1—Y—%2 (User Name)

J1—%— 1D

i
* EP-BB TV 9—NSIERENIIHBEIF [System] EEFRINE T,

EsEEREH# (Description)

[Software]

&R / RRE (Status) [Updated]

ERREFIEE ROM #E51

(Optionally Logged Items) () [Controller+PS]. [FAX]
HN—Y3ay
BN—ay
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=g
=58
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158 HEA
ESEERAAITF (Audit Event ID) | 0x0801
EEBESERY (Logged Events) [Communication]
BRGNS
EHEEEiEI>—
158 HEA

F£HH (Date). B (Time)

T T v CERMEELS —ZiRE Utk

1—H—% (User Name)

[-]

EsESEREH# (Description)

[Trusted Communication]

&R / IKRE (Status) [Failed]

ERRFIES >Or3NLE

(Optionally Logged Items) [SSL/TLS). [IPSEC]. ZFf=l& [S/MIME]
BE5%

RA 45 N\~ (IFXFINZEZFRW)
RA BB, FFIP7ZRUR

i e
* RAMZE IP 7 RUADWEAHFREDIZE. Fizld S/MIME DIEE(F
[-] EERENET,
* SBEFDERHIE. ROEHU T,
- |Pv6 : [[3ffe:0200:0000:010a:0000:0000:0000:000111
- IPv4 : [129.249.79.100]

- KRR k4 : [host.fujifilm.co.jpl
* A5 N4 N ZBZ B EER. —ENIVETONE T,

ES:{EE
KEIEH

i
* [ERIR7ZIEE (Optionally Logged Items) DXRRHIE. RDED
LJ —6‘3-0
- [SSL/TLS,
[3ffe:0200:0000:010a:0000:0000:0000:00011,3,Certificate
verification failed]
- [IPSEC,[3ffe:0200:0000:010a:0000:0000:0000:0001],23,IKE
negotiation failed]
s BHODIS—HEEULBSF. 1 DDOIS—ICDE 1 {TREFRINFE
9, 11TIFRK 69 NA hTT,
s REURLIS—NH 50 hZzBAIZE(F. 51 HBLEDOIS—H [+]
EERBINFTD,




NTP

[SREEEIS—
1BH 38
&#HE (Date). BE (Time) | NTP J—/\—& D@EEAMERE LI

1—H%—% (User Name)

[System]

EsESEREH# (Description)

[NTP Communication]

faoR / K& (Status)

[Failed]

ERIRFIEE
(Optionally Logged Items)

EE5%k
RA 45 N1 b (BIRXFIZESFRW)
RAKE (FQDN). Rl IP 7 RLUR
1 W
* IRARZE IP 7 RUZDEAHFADIZEF [-]. KRR bBDZHEIHE
RICKBUBERRR MO ERINE T,
* BEXDERMF. ROEBUTTY,
- IPv6 : [[3ffe:0200:0000:010a:0000:0000:0000:00011]
- IPv4 : [129.249.79.100]
- IR k4 ¢ [host.fujifilm.co. jp]
* A5 NA M EBRBIHEF. —BIYIUBTSNET,
RRIEE

H—N\N—BEDHEIE [NTP negotiation failed]. DNS @ED%H
&al& [jp,dns name resolution failed]

i

* @R RFIEE (Optionally Logged Items) DFRTRAIF. XDEH
TY,

- [[3ffe:0200:0000:010a:0000:0000:0000:00011,NTP
negotiation failed]
- [ntp.fujifilm.co.jp.dns name resolution failed ]
s BHDIS—HRELCHESF. 1 DOIS—ICDE 1 {TRlRINE
9o 117IFRKR 69 N1 K TT,

EWB (Embedded \Web Browser)

EWBHD5MDWEB7JtX

158

ﬁll

]

#£HH (Date). B (Time)

EWB S 7 I R UCHR

1—H%—% (User Name)

1—%— 1D

EsEEREHA (Description)

'Web Access|

#&5R / REE (Status)

[Successfull

@ERIRFIEE
(Optionally Logged Items)

77X URL
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Remote Ul
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Remote Ul &

IEH Bl
F£AB (Date). BME (Time) Remote Ul £ IzHF
d1—H—% (User Name) 1—%—1ID
ESEEREHA (Description) [Remote Ul Connect]
HER / IKBE (Status) [Successful
ERIRFIES -]
(Optionally Logged Items)
Remote Ul t]ER
IEH Bl

F£HH (Date). B (Time)

Remote Ul HHfHS

1—H—% (User Name)

1—%— 1D

EsESEREH# (Description)

[Remote Ul Disconnect]

fER / IK%& (Status)

[Successfull

ERIREIREE

(Optionally Logged Items)

-]




2.9  1REE

158 HEA
ESEERAAITF (Audit Event ID) | 0x0901
EEBESERY (Logged Events) [Verification]
s BHE RS
SEAASHREI T S5 —
158 HEA
FHH (Date). FE (Time) EHAFTvo (1598 CHEASKRA IS —Z4&H Ucix

i
o BT —N—EDBERDIASHRIAENDIS—E. VAT LRI TT
SERERIED IS —HERENE T,

1—Y—% (User Name) 1—9—1D
EsEEREH# (Description) [Certificate Verification]
&R / IRRE (Status) [Failed]
ERHRFIEE F{7& DN
(Optionally Logged Items) =5 150 /31 ~
SIAEV VU7 IVES
BRA 40 /N1 ~
KREIEL
KHIEH

BEARERERIDEE(E [Certificate is not yet valid]
BMERBHE T#OBEE [Certificate is expired]

F A VBERKDIZEE [Certificate path creation failed]
F 1 A VIREERBDBEE [Certificate path is invalid]
KDHBEIF [Certificate is revoked]

FIMEEERDIHE(F [Certificate revocation check failed]
TLS 754 77 MBfElRORZ MBI DBEF  [TLS
hostname check failed]

ZDMIS—0IBEF [Other failure occurred]

1
* [ERIR7ZIEE (Optionally Logged Items) DXRRHIF. XD ED

WTY,

- [CN=testCA,O=Sample
Corp.,C=JP,12b20ac281cda5fb,1,TLS hostname check
failed]

s THF T v J DEICE—EEAE CR—DRBIEHIC KD TS5 —hH'1EH

OF4EUIBEF. RREBHIINESNT 1{7TRBESNE T,

* REURIS—N 50 hZBABEF. 51 HBUEOIS—H

[+] EEBEEINFT,
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